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Rules for IT security

An authorized user is anyone who has been given a user account by the university. The user
account is accessed with a username and a password, or some other authentication method.
The user account is connected to one or more storage areas, and gives access to several IT
systems.

e The user account is strictly personal and may not be used by any other person.

e The user account will be closed when the user no longer studies or works at the
university. University West can delete a user account and its data, that has been
inactive for more than 6 months.

e [t is not permitted to sabotage the system, or by other means deny other users access to
the system.

e [t is not permitted to use misconfigurations, program errors or other methods to obtain
extended system authorization.

e [t is not permitted to use the university’s systems to try to sabotage or gain illegal
access to external systems.

e [fyou discover errors, sabotage, security breaches or other problems, report them to
the Servicecenter as soon as possible.

e University West will not be responsible for consequences of the unavailability of IT-
resources.

e Only computers owned by the university may be connected to the university’s
computer communication network.

e All other established guidelines and rules for IT-security at University West apply.



