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Documentation of personal data processing in degree and student projects














	





Project/title:


Participating students:


Supervisor:
	

Examinator:





	Comment:

This template is a support for assessments of personal data processing in student projects. The General Data Protection Regulation (GDPR) places high demands on the processing of personal data and this template is a support for students and supervisors in planning and implementing legally secure processing of personal data.  

More information about students' processing of personal data can be found in the Guideline for students' processing of personal data in degree and student projects and on the website at https://www.hv.se/en/student/studies/The-Student-Handbook/rules-for-the-processing-of-personal-data-in-student-degree-projects/. 






1. Describe the processing of personal data

Whose personal data will be processed? 
Please indicate below whose personal data will be processed based on different categories, e.g. students, high school students, employees of companies. Please indicate in particular whether children or other particularly vulnerable individuals are affected. 
	





To what extent will personal data be collected or processed? 
Please indicate below how many data subjects will be affected by the processing. If you are unsure, enter a range. 


What personal data will be processed? 
Specify the categories of personal data that are processed, e.g. name, e-mail address, telephone number, age. Keep in mind that any information that can identify a natural individual, directly or indirectly, is personal data. 
Sensitive personal data may not be processed by students in student projects unless they are part of a research project, which has approval from the Swedish Ethical Review Authority. 
	




How will the collection and processing be carried out? 
Describe step by step how the personal data is processed from the time the personal data is collected until it is erased or destroyed. Also list the systems, software, or other tools (dictaphone, etc.) used. 
	






2. Assessment of the necessity and proportionality of the processing

For what purpose is the personal data processed? 
Describe the purpose for which the personal data is collected, i.e. the purpose of the student project. 
	



Legal basis
Choose one of the options below:
Option 1: The data subject has given his or her consent to the processing of his or her personal data for one or more specific purposes.

Option 2: Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.

Is the personal data necessary to achieve the purpose? 
Describe and justify the need for and relevance of the personal data being processed. Also assess whether the same, or equivalent, result can be achieved without processing personal data or processing in a less intrusive manner or on a smaller scale.
	




 
3. Security measures for processing

Data subjects have several rights under the General Data Protection Regulation, all of which must be secured before the processing of personal data begins. In order to fulfil the rights of data subjects, at least the following measures need to be taken: 
· Data subjects have been informed of the purpose of the processing, as well as their rights.
· The data subject has given written consent to the processing. 
· The processing has been registered in the university's register of registers.
· The personal data is stored in such a way that it is possible to delete it if consent is withdrawn.
· Personal data is not shared with any third party.
What appropriate technical and organisational security measures will be taken? 
Specify the safeguards that will be taken to ensure the confidentiality and accuracy of the personal data. Examples of protective measures are pseudonymisation, encryption, restricted access to authorisation, choice of system, etc. 
	
 






How is personal data stored?
Describe how the personal data is stored and how it is ensured that no unauthorised person has access to the personal data.  
	
 






5. Acceptance

The processing must be approved by the responsible teacher or supervisor before the processing can begin. 
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